CHAPTER 5

PROTECTI ON_OF NONNUCLEAR M SSI LES.

ROCKETS . AMMUNI TI ON. AND EXPLOSI VES
A GENERAL
Nonnucl ear m ssiles, rockets,
ammuni tion, and explosives listed in

Appendi x A shall be stored as
outlined bel ow and described in Table

2 on page 5-2. Individuals issued or
i n possession of mssiles, rockets,
ammuni tion, or explosives are

responsi ble for security of such
property while it is entrusted to
their care. Mssiles, rockets,

ammuni tion, and explosive itens
installed in or on platforns are
considered in use and shall be
protected with the weapon systemin
which they are installed as described
in DoD 5200.8-R (reference (h)). The
requi renents of this Manual shall be
considered in the devel opment of
security concepts or standards for
weapon systens.

B. BULK STORAGE AREAS

1. Al Cateqgories

a. Bulk storage areas are
considered to be depot activities,
prestock points, and ammunition
supply points at which bulk
quantities of mssiles, rockets,
ammuni tion, and explosives are
stored. The fixed structure
magazi nes consi dered acceptable for
storage are listed in DoD 6055.9-STD
(reference (g)). If operational
requi renents make it necessary
Category Il and |V A& may be stored
in type 2 portable magazines. In
addition, existing facilities may
continue to be used if structural
barriers provide 10 mnutes of forced
entry delay. Structural upgrades to
existing facilities to nmeet this
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requi rement shoul d use MIL-HBK 1013/1
(reference (i)).

b.  Suppl emental Controls.

_ (1) IDS. Unless
continuously manned or under constant

surveillance, Category | and ||
storage facilities shall be protected

by IDS. In addition to the IDS, a
supervi sed guard patrol shall be nade
with at [east one patrol during a 24-
hour peri od.
C. FENCES

Fencing the entire perimeter of
an enclave area for Category | and ||
m ssile, rocket, amunition, and
expl osi ves storage areas shall be

requi red and be constructed and
configured as set forth in this
Manual . If, however, the

Instal lation outer perinmeter has
adequate fencing, fencing the inner
zone may not be required provided the
entrances to the storage facility are
monitored by a CCTV system  For
Installations that have barbed wire
perinmeter fencing, are partially
fenced, or have no fencing, the
fencing of the enclave containing
sensitive munitions may be nore
practical and cost-effective.

1. New chain link fencing nay
be programmed for Category IIl and IV
storage facilities if determ ned
necessary by an assessnent of | ocal
crimnal threats, wulnerabilities,
and cost effectiveness.

a. The m ni mum hei ght of
the fence fabric (excluding top
guard) shall be 6 feet.

b. In Europe, fencing may
be North Atlantic Treaty Organization
(NATO Standard Designed Fencing
(2.5-3mm gauge, 76mm grid opening,
meter height, and 3.76 nmeter post
separation).
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AMMINI TI ON & EXPLOSI VES

Rl SK STRUCTURAL | DS GUARD FI ELD
CATEGORY NEEDS PATROLS CONDI Tl ONS
CATEGORY MAGAZ| NE REQUI RED ONE 24 CONSTANT
1 & IT WTH A H GH HOUR SURVEI LLANCE
SECUR| TY PATRCL REQUI RED
LOCK| NG W TH VWHEN NO 1Ds
SYSTEM (1) | DS | S PRESENT
CATEGORY MAGAZI NE OPTI ONAL ONE 24 FREQUENT
11l &1V WTH A H GH HOUR PATROLS
SECURI TY PATRCL REQUI RED
LOCKI NG W TH
SYSTEM (1) | DS
TYPE 2
PORTABLE
I\/AGAZI NEﬁ%\?
OR EXI STI NG
FACI LI TI ES

(3)

BU LT I N ACCORDANCE W TH DoD 6055. 9-STD (reference (g))
SHALL BE SECURED W TH AN APPROVED DoD LOCKI NG SYSTEM

| REMENTS OF M L-HBK-1013/ 1 FOR

1
2
3. MEETS THE CONSTRUCTI ON_ RE
10 M NUTES FORCED ENTRY DELA

Table 2
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( 1) Fence fabric and
hardeni ng options; i.e. barbed wire
and met hods used to del ay
penetrati ons under the fence, shal
be in accordance with MIL-HBK 1013/1
(reference (i)) or other Component-
approved security engineering
gui dance.

(2) The barrier shall
have a m ni num nunber of vehicul ar
and pedestrian gates, consistent with
operational requirenents. These
gates shall be structurally
conparabl e, shall provide the
equi val ent penetration resistance to
the adjacent fence, and shall be
designed so that the traffic through
themw || be under positive control
of the security force. Unless
continuously manned, gates shall be
provided with a | ock approved by the
DoD Conponent. Hinge pins and
hardware shall be wel ded or otherw se
secured to prevent renoval.

(3) Drainage
structures and water passages
penetrating the barrier having a
cross-sectional area greater than 96
squares inches, and a dinension
greater than 6 inches shall be barred
to provide protection equivalent to
the fence itself.

(4) Building walls
may be incorporated into the
perimeter barrier system when they
are w ndow ess or their w ndows are
barri caded and where they are subject
to observation and the resistance to
entry they provide is equivalent 10O
the perineter barrier.

(5) Clear zones shall
extend 20 feet on the outside and 30
feet on the inside of the enclave
perimeter fence (available real
estate permtting). Cl ear zones
shall be free of all obstacles,
t opogr aphi cal features, and
vegetation that reduce the
effectiveness of the physical
barrier, inpede observation, or
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provi de cover and conceal ment for an
i ntruder.

_ (a) Vegetation
or topographical features that nust

be retained in clear zones for
erosion control, passive defense, or
for legal reasons shall be trinmed or
pruned to elimnate conceal nent or
checked by security patrols at
irregular intervals.

_ _ éb) Peri net er
| ight poles, fire hydrants, steam

pi pes, or other simlar objects;

barri cades for explosives safety

pur poses; and entry control buildings
within the clear zone that woul d not
aid in the circunvention of the
perineter barrier ordo not provide
conceal ment to an intruder do not
violate the requirenments of the clear
zone.

(c) If natural
barriers, such as nountains, cliffs,
rivers, seas, or other difficult-to-
traverse terrain, formportions of
the perimeter and provi de equival ent
or nmore security than fencing, the
security fencing of inner zone
storage areas nmay not be required.

D. SECURITY LI GHTI NG

Exterior door security lighting

shall be provided for all Category |
and || storage facilities. The DoD
Conmponent concerned shall determ ne

if lighting should be provided al ong
the storage site perineter.
Emergency lighting and standby power
are not required, but should be
consi dered when the threat and

vul nerability warrant.
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E. GUARD PROTECTI ON_AND
SURVEI LLANCE

Protection and surveillance by
security forces or other designated
personnel shall be established for
facilities as set forth in this
Manual and otherwi se as needed to
ensure protection in conjunction with
ot her physical security neasures at
the facilities. At a mninum
unsecured entrance and exit points
i nto magazi ne areas and hol di ng areas
where vehicles, railcars, or aircraft
W th mssiles, rockets, ammunition,
or explosives aboard are parked,
shall be controlled by security
forces or,other personnel. Wen duty
personnel are not present or IDS or
CCTV are not used, security patrols
shall be provided to allow physical
| nspection of each aircraft, railcar,
or vehicle at a frequency determ ned
by the DoD Conponent concerned, but
not to be less than one patrol every
hour .

F. LOCKS AND KEYS

1. Locks. Magazines
constructed in accordance with DoD
6055.9~STD (reference (g)) shall be
secured with high security | ocking
systens with padl ocks (such as
Mlitary specification P-43607) and
hasps (such as MIL-H-29181) approved
by the DoD Conponent concerned. A
class Vor VIII steel vault door wth
a built-in, conmbination |ock ora key
operated high security padl ock and
hasp shall be used on doors to
structures housing classified
mat eri el
(reference (0)).

2. Key and Lock Control. Key
and | ock control shall
I n accordance with section H. of
Chapter 3.

G COMMUNI CATI ONS

Reliable and efficient primary
and backup neans of external and

as set forth in DoD 5200.1-R

be established
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internal conmunications, at |east one
of which is radio, shall be
established at magazine areas to
permt notification of enmergency
conditions. The communication system
shall be easily accessible to
security forces at their posts and
shall be tested nonthly by
supervisory personnel. The backup
system shal | be of a different node
than the primry communication
system Communication Systens shall
be tested at |east once every shift.

H. PROTECTI ON OF M SSI LES, ROCKETS.
AVMUNI TI ON. _ AND EXPLOSI VES AT UNI T
LEVEL

1. Unit level stocks are those
stored in basic load quantities
(quantities stored in tactical
configuration for readiness
requirenments) or which are on hand
for operational and training
purposes. A typical storage facility
for operational or ready service
quantities of ammunition would be a
bui | ding used to store anmmunition on
arifle range ora mlitary police or
security force operations room  Such
facilities shall comply with the
requirements of Chapter 4 for unit
arns roons or section B. of this
Chapter, for bulk ammunition Storage
magazi nes.

2. The following are m ninum
requi rements for safeguarding and
mai ntaining unit |evel stocks:

a. Dependi ng upon tacti cal
and contingency considerations, unit
| evel stocks should be stored in
amuni ti on storage roons, nagazi nes?
or existing facilities that are
equi val ent to the structural
standards prescribed in section B.,
above.

b. When operational and

training requirements prevent the
storage of unit level stocks or

expl osives in anmunition storage
magazi nes, these stocks may be stored
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i n conbat wvehicles, aircraft, ships,
trailers, or in other configurations
required by the operational

envi ronnent provi ded constant
surveillance i s maintai ned. \Wen
stored in this manner, unit |evel
stock storage areas shall conply wth
the criteria specified by the DoD
Conmponent concerned. \Wen nore than
one unit uses the same area, stocks
shal | be separated and identified by
unit. One unit shall be designated
as responsi ble for the security of
the entire area.

. ENTRY CONTROL

Access control points for
vehi cl es and personnel entering A&E
storage areas shall be secured and
strict key accountability is
required. Additionally, a system of
random i nspections of vehicles and
personnel entering or exiting the
facility or area is mandatory. A
pass, badge, or access roster for
adm ssion to nagazi ne areas shall be
control l ed by operational or security
personnel. Entry records shall be
mai ntai ned for a mninum of 90 days.
Privately owned vehicles shall be
prohi bited in nmagazine or storage
ar eas.

J. RESTRI CTED AREAS

Structures containing sensitive
m ssiles, rockets, explosives, or
ammuni tion (see Appendi x A) shoul d be
desi gnated and posted as restricted
ar eas.
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